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1
Decision/action requested

It is proposed to discuss and take a decision on how to resolve the remaining issue in the security work for eNA Rel-18.
2
References

[1]
3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services"
[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system"
[3]
SP-240375: "Update procedure for secured and authorized AI/ML model sharing"
3
Rationale
3.1
Background 
SA2 introduced two cases for the ML model request procedure. As described in clause 6.2C.2.2 of TS 23.288 [1], the cases differ depending on which entity is endorsing the NF service consumer role. In the first case it is the MTLF on its own behalf and in the second one it is the MTLF on behalf of the AnLF. For the latter case, the issue of authorization was left open to SA3 as highlighted below in the quoted text from TS 23.288 [1]. 
If the ML model training is triggered by the request from NWDAF containing AnLF, the NWDAF containing MTLF determines the FL mechanism is required but it cannot act as an FL server, the NWDAF containing MTLF should discover an FL server NWDAF as described in clause 5.2 and request the FL server NWDAF to provide the trained ML model as described in clause 6.2C.2.2. The Notification endpoint of the NWDAF containing AnLF is provided in the request message sent to the FL server NWDAF. The FL server NWDAF may determine to initiate FL procedure before providing the ML model. The FL server NWDAF sends the ML model information to the notification endpoint (e.g. the NWDAF containing AnLF) after the ML model training success.

NOTE 2:
How to authorize an MTLF to request ML models on behalf of an AnLF to another MTLF (e.g., FL server NWDAF) is up to SA WG3.
3.2
Status in SA3
The issue was discussed over several meetings. In the last meeting there were two options on the table. Option 1 is to agree on the solution provided in the accompanying CR [3] to the eNA annex X of TS 33.501 [2]. The solution proposes to add the NF instance ID and Vendor ID of the requester (i.e. model consumer) in the token to enable proper authorization checking and enforcement. This is supported by several companies and in our view properly resolves the last issue for the security work in eNA for Rel-18. However, there was a sustained objection from one company. Option 2 was the counter proposal and boils down to not addressing this case in this release. This would necessitate that SA2 updates their specifications to remove this use case.
4
Detailed proposal

Since this is the last meeting for Rel-18, it is proposed to discuss and take a decision on how to resolve this remaining issue in order to complete the security work for eNA Rel-18. Our preferred way forward is to agree on the accompanying CR [3] supported by several companies. In our view, there are no valid technical or security arguments against it.
